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Package: pdfcrack
Version: 0.12-1
Architecture: amd64
Maintainer: Ubuntu Developers <ubuntu-devel-discuss@lists.ubuntu.com>
Original-Maintainer: Joao Eriberto Mota Filho <eriberto@eriberto.pro.br>
Installed-Size: 90
Depends: libc6 (>= 2.14)
Suggests: pdf-viewer
Section: utils
Priority: optional
Homepage: http://sf.net/projects/pdfcrack
Description: PDF files password cracker
 pdfcrack is a simple tool for recovering passwords from pdf-documents.
 It should be able to handle all pdfs that uses the standard security handler
 but the pdf-parsing routines are a bit of a quick hack so you might stumble
 across some pdfs where the parser needs to be fixed to handle.
 .
 pdfcrack allows configure the size of the searched password, use an external
 wordlist file and save cracking sessions to restore it later.
 .
 This program can be used in forensics investigations or similar activities,
 to legal password crack.
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8aa20fdb2279d7fd64d71154b29824cd  usr/share/doc/pdfcrack/copyright
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.\"Text automatically generated by txt2man
.TH PDFCRACK "1"  "Jan 2014" "PDFCRACK 0.11" "PDF files password cracker"
.SH NAME
\fBpdfcrack \fP- PDF files password cracker
\fB
.SH SYNOPSIS
.nf
.fam C
     \fBpdfcrack\fP \fB-f\fP \fIfilename\fP [\fIoptions\fP]

.fam T
.fi
.fam T
.fi
.SH DESCRIPTION
\fBpdfcrack\fP is a simple tool for recovering passwords from pdf-documents. It should be able to handle all pdfs that uses the standard security
handler but the pdf-parsing routines are a bit of a quick hack so you might stumble across some pdfs where the parser needs to be fixed to handle.
.SH OPTIONS
.TP
.B
\fB-b\fP, \fB--bench\fP
Perform benchmark and exit.
.TP
.B
\fB-c\fP, \fB--charset\fP=STRING
Use the characters in STRING as charset.
.TP
.B
\fB-m\fP, \fB--maxpw\fP=INTEGER
Stop when reaching INTEGER as password length.
.TP
.B
\fB-n\fP, \fB--minpw\fP=INTEGER
Skip trying passwords shorter than INTEGER.
.TP
.B
\fB-l\fP, \fB--loadState\fP=FILE
Continue from the state saved in FILENAME.
.TP
.B
\fB-o\fP, \fB--owner\fP
Work with the ownerpassword.
.TP
.B
\fB-p\fP, \fB--password\fP=STRING
Uses STRING as userpassword to speed up breaking ownerpassword (implies \fB-o\fP).
.TP
.B
\fB-q\fP, \fB--quiet\fP
Run quietly.
.TP
.B
\fB-s\fP, \fB--permutate\fP
Try permutating the passwords (currently only supports switching first character to uppercase).
.TP
.B
\fB-u\fP, \fB--user\fP
Work with the userpassword (default).
.TP
.B
\fB-v\fP, \fB--version\fP
Print version and exit.
.TP
.B
\fB-w\fP, \fB--wordlist\fP=FILE
Use FILE as source of passwords to try.
.SH WARNING
Don't use \fBpdfcrack\fP to illegal actions, as crack personal passwords from another people. The local laws must be observed when installing and using
this program.
.SH AUTHOR
\fBpdfcrack\fP was written by Henning Noren <confusion42@users.sf.net>.
This manual page was written by Joao Eriberto Mota Filho <eriberto@eriberto.pro.br> and Nacho Barrientos Arias <nacho@debian.org> 
for the Debian project (but may be used by others).
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By now the pdfcrack project is pretty much stalled and lacks support for newer 
pdf-versions and security schemes

Replace pdfparser with a more robust and complete parsing of a PDF

Optimize the crack and crypto-routines for greater performance

Add support for third-party security handlers

Add real permutation-support. Maybe John the Ripper could be a 
source of inspiration?

Add support for masked passwords, when we already knows parts of the password


Furthermore:

Replace pdfparser with a complete representation of the structure of a 
PDF-file that can be used to find information and more importantly, can be 
written out again to a file.
For this we need to understand/represent objects (indirect and direct), the 
file structure (lineraized and standard) and xreftables with trailers. 
We need to be able to update/fix the xreftables when writing it.
We also need support for LZM-compression that is used for many streams. 

When the above item is done there is nothing stopping us from adding complete 
RC4-keyspace search and decrypt without having to bother cracking the 
passwords. An example of this search can be viewed at: 
http://www.upl.cs.wisc.edu/~hamblin/files/rc4_single_brute.c
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Code and documentation are copyright 2006-2008 Henning Norén

Parts of pdfcrack.c and md5.c is derived/copied/inspired from 
xpdf/poppler and are copyright 1995-2006 Glyph & Cog, LLC.

The PDF data structures, operators, and specification are
copyright 1985-2006 Adobe Systems Inc.


Project page: http://sourceforge.net/projects/pdfcrack/


pdfcrack is a simple tool for recovering passwords from pdf-documents.
It should be able to handle all pdfs that uses the standard security handler
but the pdf-parsing routines are a bit of a quick hack so you might stumble
across some pdfs where the parser needs to be fixed to handle.

Type 'make' (or 'gmake' if you have BSD-make as default) to build the program.
You will need to have GNU Make and a recent version of GCC installed but there
are no external dependencies on libraries.
You will have to add the -march-switch in the CFLAGS-option in Makefile
for best optimization on your platform. Look into the GCC-manual 
(http://gcc.gnu.org/onlinedocs/) if you are unsure.

The program is distributed under GPL version 2 (or later).

Features available in this release (check TODO for features that might come):
* Both owner- and user-passwords with the Standard Security Handler, rev 2 & 3.
* Search by wordlist
* Search by bruteforcing with specific charset
* Optimized search for owner-password when user-password is known (or empty)
* Extremely simple permutations of passwords (makes first letter uppercase)

- currently only useful for bruteforcing with charsets:
* Auto-save when interrupted (Ctrl-C or send SIGINT to the process)
* Loading saved state

- currently only for bruteforcing with charsets:
* Minimum length of password to start at
* Maximum length of password to try


Sort your wordlist by length for best performance and consider that almost
all passwords in PDFs are in iso latin 1 so use the correct character encoding
in your terminal and/or wordlist when using special characters.

This tool can not decrypt a Password Protected PDF. 
Look up the pdftk toolkit which can do that, when you know the password.
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pdfcrack (0.12-1) unstable; urgency=medium

  * New upstream release (LP: #1110689).
  * debian/copyright: updated the upstream copyright years.

 -- Joao Eriberto Mota Filho <eriberto@eriberto.pro.br>  Sat, 01 Feb 2014 10:14:32 -0200

pdfcrack (0.11-4) unstable; urgency=medium

  * Edited the 'Makefile' patch to change the CFLAGS, to avoid the
    dpkg-buildflags-missing warning.

 -- Joao Eriberto Mota Filho <eriberto@eriberto.pro.br>  Tue, 21 Jan 2014 00:24:22 -0200

pdfcrack (0.11-3) unstable; urgency=medium

  * New maintainer. Thanks a lot to Nacho Barrientos Arias, the initial
    maintainer, for your nice work over this package. (Closes: #733525)
  * Migrations:
      - debian format from 1.0 to 3.0.
      - debian/copyright to new format (1.0).
      - debian/rules: to new (reduced) format.
      - debhelper version from 7 to 9.
      - Standards-Version from 3.8.3 to 3.9.5.
  * Manpage:
      - Renamed debian/manpages directory to debian/man.
      - Created the debian/manpages file to install the debian/man/pdfcrack.1
        file.
      - debian/man/pdfcrack.1 file:
          - Added a warning about pdfcrack use and local laws. (LP: #224562)
          - Converted the manpage source to txt2man format.
          - Fixed some hyphen-used-as-minus-sign problems.
  * debian/control:
      - Added the VCS fields.
      - Added ${misc:Depends} to Depends field.
      - Little improvements in the long description.
      - Removed 'quilt' from Build-Depends field.
  * debian/docs: added TODO file.
  * debian/gbp.conf: added to allow git-buildpackage usage.
  * debian/install: created to install the pdfcrack final binary.
  * debian/patches/01_drop_strip_calls.diff:
      - Added a header.
      - Added GCC hardening procedures.
      - Renamed to Makefile.
  * debian/README.source: removed because this file is useless now.
  * debian/watch: fixed.

 -- Joao Eriberto Mota Filho <eriberto@eriberto.pro.br>  Sat, 18 Jan 2014 17:12:01 -0200

pdfcrack (0.11-2) unstable; urgency=low

  * Orphaned
   + Set maintainer to Debian QA Group <packages@qa.debian.org>

 -- Nacho Barrientos Arias <nacho@debian.org>  Sun, 29 Dec 2013 19:14:34 +0000

pdfcrack (0.11-1) unstable; urgency=low

  * New upstream release 
  * debian/control
   + Update standards-version to 3.8.3 (no changes).
   + Suggest pdf-viewer instead of pdf-reader (closes: #498032).
  * debian/watch
   + Using SF.net redirector

 -- Nacho Barrientos Arias <nacho@debian.org>  Thu, 24 Sep 2009 16:00:45 +0200

pdfcrack (0.10-1) unstable; urgency=low

  * New upstream release (closes: #490187).
  * debian/control
   + Set Standards-Version to 3.8.0 (no changes).

 -- Nacho Barrientos Arias <nacho@debian.org>  Wed, 23 Jul 2008 11:16:06 +0200

pdfcrack (0.9-1) unstable; urgency=low

  * New upstream release.
  * debian/control
  - Move the homepage to the new field.
  - Add quilt as build-dep.
  - New maintainer email address.
  - Suggest pdf-reader instead of xpdf-reader
  * debian/rules
  - Apply patches
  * debian/patches
  - 01_drop_strip_calls: removes explicit strip calls
    (closes: #437761).

 -- Nacho Barrientos Arias <nacho@debian.org>  Fri, 23 Nov 2007 23:23:42 +0100

pdfcrack (0.8-1) unstable; urgency=low

  * New upstream release.
  * debian/rules
  - Minor clean.
  - Removed -fweb from CFLAGS's set, not required now. 

 -- Nacho Barrientos Arias <chipi@criptonita.com>  Thu, 26 Oct 2006 12:19:46 +0200

pdfcrack (0.7-1) unstable; urgency=low

  * Initial release (Closes: #380328).
  * Added manpage for pdfcrack not included in upstream sources.

 -- Nacho Barrientos Arias <chipi@criptonita.com>  Sat, 29 Jul 2006 12:04:47 +0200
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Format: http://www.debian.org/doc/packaging-manuals/copyright-format/1.0/
Upstream-Name: pdfcrack
Source: http://sf.net/projects/pdfcrack

Files: *
Copyright: 2006-2014 Henning Noren <confusion42@users.sf.net>
License: GPL-2.0+


Files: md5.c pdfcrack.c
Copyright: 2006-2014 Henning Noren <confusion42@users.sf.net>
           1996-2005 Glyph & Cog, LLC
License: GPL-2.0+


Files: debian/*
Copyright: 2014      Joao Eriberto Mota Filho <eriberto@eriberto.pro.br>
           2006-2013 Nacho Barrientos Arias <nacho@debian.org>
License: GPL-2.0+


License: GPL-2.0+
 This package is free software; you can redistribute it and/or modify
 it under the terms of the GNU General Public License as published by
 the Free Software Foundation; either version 2 of the License, or
 (at your option) any later version.
 .
 This package is distributed in the hope that it will be useful,
 but WITHOUT ANY WARRANTY; without even the implied warranty of
 MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
 GNU General Public License for more details.
 .
 You should have received a copy of the GNU General Public License
 along with this program. If not, see <http://www.gnu.org/licenses/>
 .
 On Debian systems, the complete text of the GNU General
 Public License version 2 can be found in "/usr/share/common-licenses/GPL-2".
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